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Definitions

MUA

Malil useragentAllows anenduserto readincoming
mail, respond to this mail and compose new
messages.

MTA

Mail transport agent. Responsiblefor transporting
electronicmail from onelocationto another

MDA

Mail delivery agent.Responsiblefor delivering an
electronianail messagéo its final destinationMay be
partof thesamesoftwaresuiteasthe MTA.
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M essage components

ENVELOPE

Name and addressof both the messageoriginator
andmessageecipient(s) Usedduringthetransaction
betweerMTAS.

HEADERS

Nameandaddres®f boththemessageriginatorand
messageecipient(splusextradetailssuchasthedate,
subjectanddelivery details.

BODY

Messagealata.
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Simplified mail transaction

MUA 4 MTA - . MTA - MUA
read/ wite IPI\/(JJADP IFI,VCIJ:P read/ wite

3 D
% MDA MDA %

Theusercomposes messagesinganMUA.
TheMUA givesit tothe MT A to arrangedelivery.

If the messagas local, the MTA givesit to the local MDA which
deliversit to the local mailbox whereit is available for readingby
theMUA.

If themessagés for aremoterecipientthe MTA givesit to aremote
MT A whichin turn givesit to thatsystems MDA which deliversit to
theremotemailbox.
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gmail history?

DanBernsteinbegandevelopinggmailin 1995in anattemptto avoid
thesecurityproblemsandotherdeficienciehiesav in sendmail.

Thefirst betaversionwas0.70releasedn Januaryl996.

Thefirst productionversion— 1.00— wasreleasedn Februaryl997.

Versionl.03wasreleasedn Junel998.

It shouldcompileandrunonalmostary well behaedUnix system.

It IS penetratingthe sendmailmarket. Actual details are hard to
determindout judgingby themailinglist traffic, mary peopleareeither
usinggmail or wantto know more.

This sectionhasbeensummarisedrom the gmail distributionfiles

©1998,1999,2000,2003PeterSamuel Page6



gmail— aninternetmail transportagent Presentetb OCLUG 2 Septembe003,25 Septembe2003

Disadvantages of using gmail

gmailis aninternetmailer. It will only talk SM TP to otherMTAs. (It
canbeconfiguredo useamoreefficientprotocolwhentalkingto other
gmail systems).

It will ONLY handleaddressewhicharein theform of user @domain.
UUCP style addressesuch as domainluser are definitely NOT
supportedHowevertransporthroughUUCPIs easyto setup for both
Incomingandoutgoingmessages.

It makesevery effort to conformto the existing standardeand RFCs.
Non conformingsystemsanay have difficulty in communicatingwith
gmail-smtpd. Some patchesare available to alleviate this problem.
Seehttp://lwww.gmail.org/.

Headerre-writing is minimal. However insertingyour own rewrite
programis easy
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Disadvantages of using gmail

Theauthorisresistanto changainlesst canbeshavn thatthechange
IS absolutelynecessaryHe is known as being quite arrogant and
dogmatic.Unfortunately(or fortunatelydependingon your point of
view) he'susuallyright. (&)

gmail requiresa completelydifferentmind setthansendmaillt does
take sometime to begin to think in agmailfashion- especiallyf you
areusedto thinkingin a sendmaifashion.

Distributing modified versionsof gmail — including ports— require
the authors explicit permission.Dan wantsto make certain that
distributions do not unintentionally compromise performance,
operationandsecurity

Pre-compiledbinary versionsof gmail may be distributed provided
the packageconformsto the guidelinessetdown by the author See
http://cr.yp.to/gmail/dist.ntml for moredetails.
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gmail security

Segymentedarchitecture.Each stage of the messageprocessingis
handledby a differentprogram Eachprogramrunsundera different
userlD. Thegmailusergdon't eventrusteachother!

The only setuid programis gmail-queue and it runs as the user
gmailg.

The only program run by root is the mail delivery agent
gmail—-Ispawn.

gmail-Ispawn ALWAY S changests effective userid to the recipient
BEFORE runningary userspecifiedorogram.

gmailNEVER deliversto auserwhoseUID is zero!

gmail will deferdeliveryif eitherthe users homedirectoryor .gmail
file is groupand/orworld writable.
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gmail security

Parsingis cutdown to abareminimum.Thisavoids(or attheveryleast
minimises)herisk of introducinga securityholewith a configuration
error.

ThestandardC library is avoided- particularlystdio.

"Keep It Smpl€e". gmail hasonly one simple forwarding mechanism
thathandlegorwarding aliasingandmailinglists,insteacf aseparate
mechanisnfor each By default,gmail offersa singledelivery mode

iInsteadof aselection.
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Maildir format

Maildirs areessentiallyincorruptiblestorageareador mail messages.
They avoid thepotentialcorruptionproblemsof mbox andmh formats
by removing the needfor ary file locking.

Maildir format storeseach messagdan a separatefile in a given
directory:

Itmp/ —thedeliveryagentcreatesfile called./tmp/time.pid.hostname
wheretime Is the numberof secondsincemidnight Januaryl 1970
GMT. The incoming mail messagas storedin this file. If the file
alreadyexists,thedelivery agentwaits2 secondsndtriesagain.

Inew/ — successfully delivered messages are moved to
Inew/time.pid.hostname. The modification time of the file is the
delivery date.

Jcur/ — messagesread by a mail reader are moved to
Jcur/time.pid.hostname.
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Aliasing and .gmail files

Userscontrolall addressesf theform user—anything

Addressesvhich do not mapto usernamesarehandledby the special
aliasuser

Arbitrary addressescan be assignedto specific users using the
gmail-users mechanism.

Delivery instructionsare handledby .gmail-ext files whereext is an
arbitraryextension.

If myusernameis petess,| cancreatea~/.gmail-jokes file sothatmail
sentto petes—jolkeswill behandledoy thatfile.

Wildcard extensionsare handledby the .gmail-default file. If thisfile
doesnot exist, themessagevill bounce.
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Aliasing and .gmail files

.gmail files may containany numberof delivery instructions.Each
line is aseparate&leliveryinstruction An instructioncanbeary oneof
thefollowing:

Pagel3

savethecurrentmessagé alocalmail store Thefilenamebegins
with eitheraslash/ or adot’.’ characteif thelastcharacters a
slashthenthemalil storeis a Maildir.

forward the current messagdo anotheraddressPrependthe
addressvith anampersan®’ if theaddressloesnotbegin with
anumberor aletter.

run a Unix command.The commandbegins with a pipe ’|
character

comment- aline beginningwith ahash'# character

a blank line. Note that the first line of the .gmail file must not
beblank.
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Example .gmail file!

1 This pageis intentionally left blank to illustrate the fact that a .gmail file is not
mandatory
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Example .gmail-ext file

A zerobyte .gmail file instructsgmail-local to deliver the messagéeo
theusersdefault mailbox.

—tw—r—r— 1 peters 0 Oct 29 18:26 .gmail—ext

Pagel5 © 1998,1999,2000,2003PeterSamuel
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Example .gmail file

# This file is not enpty but does not hing.
# Therefore the nessage will be successfully
# delivered to nowhere. This is the equival ent

# of delivering the nessage to /dev/null.

© 1998,1999,2000,2003PeterSamuel
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Example .gmail-jokes file

# Save nsgs fromthe jokes list in a separate nbox.
# Incomng nmail wll be addressed to peters—jokes.
/ honme/ pet ers/ mai | / JOKES

Pagel7 © 1998,1999,2000,2003PeterSamuel
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Example .gmail file

# My vacation .qgmail file

Conpl etely ignore the nessage if the sender is
ddt s@xanpl e.com 99 says that the nessage was delivered
successfully but do not attenpt further delivery

I nstructions in the .qgmil file. 0 says delivery

¥ oW OH O

was a success and continue processing the file.
| [ "$SENDER' = "ddts@xanple.com' ] && exit 99 || exit O

# Run other nsgs thru vacation. Use qnuail-vacation to
# avoid problens with preline & other vacation progs.

| /usr/local/bin/vacation -] peters

# Send a copy to ny ISP account. The & is only
# necessary if the address does not begin wth
# an al phanuneric character such as | or /.

&pet ers@ sp. exanpl e. com au

# Save a | ocal copy - nost inportant, otherw se

# there will be no local delivery. Al so save a copy
# to a maildir so that | can quickly scan individua
# messages when | return. The trailing slash

# indicates a maildir instead of an nbox.

/ hone/ pet er s/ Mai | box

[ home/ peters/ Mail dir/
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gmail command exit codes

Exit codesfrom commandsrun from .gmail files are interpreted
asfollows:

0 successfutlelivery
99 successful delivery, but ignore all further delivery
Instructions
100 permanenteliveryfailure—harderror
111 temporarydelivery failure,shouldbe tried again in a little

while — softerror

Pagel9 © 1998,1999,2000,2003PeterSamuel
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gmail command environment variables

Commandsrun from .gmail files are supplied with a number of
environmentvariables:

$SENDER envelopesendeaddress
$RECIPIENT enveloperecipientaddress

$NEWSENDER  forwardingenvelopesenderaddressasdescribed
In dot—gmail(5)

$USER nameof thelocaluser

$HOME homedirectoryof thelocal user

$LOCAL local partof therecipientaddress

$HOST domainpartof therecipientaddress

$HOST2 portionof HOST precedinghelastdot

$HOST3 portion of HOST precedingthe second—to—last
dot

$HOST4 portionof HOST precedinghethird—to—lastdot

IWARNING: Theseervironmentvariablesare not quoted.They may containspecial
charactersThey areunderthecontrolof a possiblymaliciousremoteuser
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gmail command environment variables

$EXT addresgxtension

$EXT2 portionof EXT following thefirst dash

$EXT3 portionof EXT following theseconddash
$EXT4 portionof EXT following thethird dash
$DEFAULT portion correspondingo the default part of the

.gmail—... file name$DEFAULT isnotsetif thefile
namedoesnot endwith default

$DTLINE completeDelivered-To headerincludingnewline
$RPLINE completeReturn-Path headerincludingnewline
$UFLINE completeUUCP style From__ line that gmail-local

addsto mbox—formaffiles
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Addressassignment

gmail’'saliasmechanisndoesnot applyif theuserexists.Usernames
canbeoverriddenusingthegmail-users mechanism.

Thefile /var/gmail/users/assign containgdetailsonwho shouldreceve
mail for eachgivenusername:

=| ocal : user: ui d: gi d: honedi r: dash: ext:

+| oc: user: ui d: gi d: honedi r: dash: pre:

Considerthefollowing example:

=ftp:alias:29990: 29998: /var/qmail/alias:-:ftp:
+ftp-:alias:29990:29998:/var/qgnail/alias:-ftp-::
=rufus.t.firefly:groucho: 1017: 27:/ hone/ groucho: : :

 Local mail for the ftp userwill be handledby the alias user
accordingo theinstructiongn ~alias/.gmail—ftp.

 Localmail for theftp—anythinguserwill be handledby thealias
useraccordingo theinstructionan ~alias/.gmail-ftp—anything.

« Local mail for the Rufus.TFirefly* userwill be handledby user
groudhoaccordingo theinstructionan ~groucho/.gmail.

lgmailforcesall localusernamesgo lower casebeforedelivery.
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Addressassignment

gmail-pw2u canbe usedto build anassign file basedon a V7 format
passverdfile.

[var/qmai |l / bi n/ gmai | - pw2u < /etc/passwd \

> [var/qmai | / user s/ assi gn

/var/gmail/users/assign mustnot containNULL characterscomments
or blanklines.It mustalsoendwith asingledotonaline by itself

=ftp:alias:29990: 29998: /var/qmail/alias:-:ftp:
+ftp-:alias:29990: 29998: /var/qgmai |l /alias:-ftp-::
=rufus.t.firefly:groucho: 1017: 27:/ hone/ groucho: : :

gmail-newu must berun to create/var/gmail/users/cdb which is used
by gmail-Ispawn.
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Virtual domains

/var/gmail/control/virtualdomains

cardassi a. enpi re: gar ok
ferengi.alliance: quark

kKl i ngon. enpi re: wor f
starfleet.fed: kirk

Mail for user@klingon.empex will be rewritten as
worf—-user@klingon.empr and delivered locally to the user
worf according to the instructions in ~worf/.gmail-user or

~worf/.gmail-default.
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Virtual domains

Virtual domainscanalsobespecifiedor useraddresseaswell.

post mast er @l own. org: ali as-cl own_org
post mast er @ond. net : al i as- swanp
webnmast er @l own. org: al i as-cl own_org
cl own. org: bozo

pond. net : f rogman

This exampleshaws that mail specificallyaddresgo the postmaster
or webmasterof the virtual domainswill be handledby the alias
userwhereasnail for any otherusersn thesevirtual domainswill be
handledby theusersozo andfrogman respectrely.
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Mandatory gmail control file

gmailrequiresa singlecontrolfile for its operation:

/var/gmail/control/me

This file containsthe fully qualified host nameof the currenthost.
If this file is missing, the major gmail programs,gmail-smtpd,
gmail-send andgmail-remote, will refuseto run.
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Optional gmail control filest

control file
badmailfrom
bouncefrom
bouncehost
concurrencylocal
concurrencyremote
defaultdomain
defaulthost
databytes
doublebouncehost
doublebounceto
envnoathost
helohost

idhost
localiphost
locals
morercpthosts
percenthack
plusdomain
gmapservers
queuelifetime
rcpthosts
smtpgreeting
smtproutes
timeoutconnect
timeoutremote
timeoutsmtpd

virtualdomains

default value

(none)

MAI LER- DAEMON

nme
10
20

me
me
0

me

post mast er

3333

(none)
604800
(none)
me
(none)
60
1200
1200
(none)

Takenfrom the gmail-control manualpage

Page27

usedby
gmail-smtpd
gmail-send
gmail-send
gmail-send
gmail-send
gmail-inject
gmail-inject
gmail-smtpd
gmail-send
gmail-send
gmail-send
gmail-remote
gmail-inject
gmail-smtpd
gmail-send
gmail-smtpd
gmail-send
gmail-inject
gmail-gmqgpc
gmail-send
gmail-smtpd
gmail-smtpd
gmail-remote
gmail-remote
gmail-remote
gmail-smtpd

gmail-send
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Example mail network

-

/ \/

Sales Department Development Department

the outside world
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Configuring a null client

A null clientis amachinewhichdoesNO local mail delivery.

ALL outgoingmail is sentto a singlemailhost.

/var/gmail/control/locals —anemptyfile

Ivar/gmail/control/virtualdomains — doesnot exist

/var/gmail/control/smtproutes

- mai | host. devel . exanpl e. com

If youcant resolve hostnames/ou canusethelP addressnstead.

/var/gmail/control/smtproutes

. [ 123. 45. 67. 89]

Page29 © 1998,1999,2000,2003PeterSamuel



Presentetb OCLUG 2 SeptembeR003,25 Septembe2003 gmail—fast,securereliable.Pick ary three!

Configuring a null client

If you areusinggmail-1.03or later you caneliminateall local mail
gueueingby using QMQP (Quick Mail QueueingProtocol)instead
of SMTP.

On the client

/var/gmail/bin/gmail-queue —> /var/gmail/bin/gmail-gmqpc
/var/gmail/control/locals —anemptyfile
Ivar/gmail/control/virtualdomains — doesnot exist

/var/gmail/control/gmqgpservers  123.45.67. 89

On the server

letc/init.d/gmqgpd — or anappropriatestartupfile

tcpserver -u 29991 -g 29998 -c 100 -v -R\
-x /var/qmail/etc/gmgpd/ rul es. cdb \
O qmgp /var/ gmail/bin/ gmail - qnmgpd

/etc/services

gngp 628/ tcp mai |
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Configuring a mailhost

A mailhostis a machinethatwill performall the local deliveriesfor
asite.

It acceptsnail from null clientsandfrom externalsources.

It sendsALL outgoingmail to a singlemail gatevay.

/var/gmail/control/rcpthosts and/var/gmail/control/locals

mai | host . devel . exanpl e. com

devel . exanpl e. com

/var/gmail/control/smtproutes

: gat eway. exanpl e. com

/service/gmail/run — or anappropriatestartupfile

exec tcpserver -u 29991 -g 29998 -c¢ 100 -v -R \
-x /var/qmail/etc/sntpd/rul es.cdb \
O sntp /var/gmail/bin/gmil-snpd 2>&1
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Configuring a gateway

A gatevay is a machinethat sendsincoming mail to the relevant
iInternalmailhost.

It acceptsnail from mail hostsandfrom externalsources.

It sendsALL outgoingmail to therelevantMX host.

Only accepmail for thecorporatedlomain-don't acceptepartmental
domainsMail for usersn eachdepartmenisredirectedy appropriate
.gmail files.

Ivar/gmail/control/rcpthosts and/var/gmail/control/locals

gat eway. exanpl e. com

exanpl e. com

/var/gmail/control/smtproutes

devel . exanpl e. com nai | host . devel . exanpl e. com

sal es. exanpl e. com nai | host . sal es. exanpl e. com
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Configuring a gateway

/service/gmail/run — or anappropriatestartupfile

exec tcpserver -u 29991 -g 29998 -c¢ 100 -v -R \
-x /var/qmail/etc/sntpd/rul es.cdb \
O sntp /var/gmail/bin/gmil-sntpd 2>&1

Page33 © 1998,1999,2000,2003PeterSamuel



Presentetb OCLUG 2 SeptembeR003,25 Septembe2003 gmail—fast,securereliable.Pick ary three!

Host masquerading

"How do | set up host masquerading?"

/var/gmail/control/defaultdomain

devel . exanpl e. com

Unqualified From addresseswill now have devel.exanple.com
appended.

Users can also modify their From headersby using ervironment
variables.

export QVAI LHOST=adm n. exanpl e. com
export QVAI LNAME="Pet er Sanuel "
export QVAI LUSER=Pet er. Sanuel
export QVAI LI NJECT=f

Thisbecomes:

From Peter Sanuel <Peter. Sanuel @dm n.exanpl e. conp
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Handling SPAM*

SFAM is anothernamefor Unsolicited CommercialEmail or UCE.
gmail hasa numberof coarsemechanism$or limiting the amountof
SFAM receved.

Thedefault configurationdoesnot supportthe " percent hack" address
convention.An addres®f theform

user %edomainl@domain2

will NOT beforwardedo domainl. The"percent hack" canbeenabled
for givendomainsusinga controlfile.

gmail can be configuredto prevent mail relaying by specifying
valid incoming domains in /var/gmail/control/rcpthosts. This can
be overridden by conditionally setting the $RELAYCLIENT
environment variable for each invocation of gmail-smtpd using
tcpserver Or tcpd.

Mail from individual usersor completedomainscan be bannedby
specifyingtheaddres®r domainin /var/gmail/control/badmailfrom.

I1SFAM is a socialproblem Thereis no completelytechnicalsolutionto prevent SFAM.
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Handling SPAM

SpecificlP addressonnectiorcontrolcanbeachievedusingtcpserver,
partof Dan’'sucspi—tcppackagédhttp://cr.yp.to/ucspi—tcp.html).

As part of the ucspi—tcppackageDan hasreleasedblsmtpd which
blocksspamaccordingto information provided by a numberof real
time blacklist sites.Seehttp://cr.yp.to/ucspi—tcp/rblsmtpd.html for
detailson rblsmtpd.

Thereare a numberof anti-spampatchedor gmail-smtpd available
from http://www.gmail.org/

If SFAM control is a serious issue, you may be better off
using a different SMTP daemon such as mailfront from
Bruce Guenter http://untr oubled.org/mailfront/ or qpsmtpd
http://develoopercom/code/qpsmtpd/.
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Virus scanning

Virus scanningcan be performedby either wrapping gmail-queue,
or by using an MDA which supportsthird party extensionssuch
asprocmail.

JasonHaars gmail-scannempackagewraps gmail-queue and then
callsathird partyvirus scannersuchasMcAfee’sor AVP’s products.
Suspecinessagearequarantine@ndthequarantinefficeris notified.
Seehttp://gmail-scanner.sourceforge.net/.

The current version of AMaViS has support for gmail. See
http://www .amavis.org/.

Kaspersl Labs— http://www.avp.ru/ — hasprovided gmail support
for AVP’svirus scanner http://www .avp.com/.

! Ensurethat the vendor has a version that will run on your particular hardware
platform.
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Thebig gmail picture

tcpserver qmail-inject

THE BIG Qmail PICTURE

Version 1.03 for qmail 1.03

This picture is intended to give a broad overview of on how all the small gmail programs fit together and to have an
quick reference handy. The man pages of the programs give more information on how things are working in detail.

qmail-smtpd

SMTP from network from local

gmail-send

qmail-queue

forwarded message

qmail-system

gmail-lspawn

qmail-rspawn

qmail-local

qmail-remote to local

.qmail

R19980814 © 1998 by Andre Oppermann, opi@nrgdu.com, http://www.nrgdu.com. Free for personal use. Not free for commercial redistribution (eg. Magazines). Contact author for permission

© 1998Andre OppermannReproducedvith permission.
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Thebig gmail picture

from local

qmail-gmtpd qmail-gmgpc qmail-gmgpd

mini-gmail-system

=

‘QMQP (Quick Mail Queueing Protocol)

qmail-popup

QMTP from network
(Quick Mail Transport Protocol)

POP3 from network

e
e

v forwarded message

checkpassword

qmtp & gmgp enabled
qmail-system

qmail-pop3d

’
|

to local

R

b ki

R19980814 © 1998 by Andre Oppermann, opi@nrgéu.com, hitp://www.nrgéu.com. Free for personal use. Not free for commercial redistribution (eg. Magazines). Contact author for permission,

© 1998Andre OppermannReproducedvith permission.

Theauthorsversionof thisdiagramis missingthegmail-popup box.It hasbeenfixedin thisversion.
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Thebig gmail picture

dot-qmail programs

bouncesaying condredirect except forward
qbiff qlist qreceipt

userland programs

maildirmake maildirwatch maildir2mbox mailsubj
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Thebig gmail picture

queue management

Presentetb OCLUG 2 Septembe003,25 Septembe2003

qmail-gstat qmail-qread qmail-tcpto qmail-tcpok

Hint: to reschedule every in the queue for immediate delivery, do a “kill -ALRM pid” on the gmail-send pid

user and system management

qmail-pw2u qmail-newu qmail-newmrh qmail-showctl

other gmail daemons

qmail-start qmail-clean splogger

R19980814 © 1998 by Andre Oppermann, opi@nrg4u.com, hitp//www.nrgdu.com. Free for personal use. Not free for commercial redistribution (eg. Magazines). Contact author for permission.

© 1998Andre OppermannReproducedvith permission.
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How gmail works

gmail-inject

gmail-smtpd

N

gmail-gmqpd

j
!

gmail-queue

gmail-send )——

gmail-lspawn

AN
W

gmail-rspawn

gmail-remote gmail-local
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How gmail works'

Incomingmail arrivesvia eitheranSM TP connectiorto gmail-smtpd,
or a QMQP connectionto gmail-gmgpd, or via indirect queue
Injectionfrom gmail—inject.

gmail-queue Is calledto placethemessagen thequeue.

gmail-queue splits the messaganto threefiles, the messagatself
andtwo copiesof the envelopedetails.It thensignalsgmail-send to
begin delivery.

If the messages for a local recipient,gmail-send tells gmail-Ispawn
to deliver the messagegmail-Ispawn calls gmail-local to deliver the
messagegmail-local handlesaliasexpansionand,if necessarycalls
gmail-queue to placea nev messagen the queuegmail-local finally
deliversthemessagé¢o theusers homedirectory

If themessages for aremoterecipientgmail-send tellsgmail-rspawn
to deliverthemessageaymail-rspawn callsgmail-remote to deliverthe
messagéo aremoteMTA.

'For a detailedexplanationof gmail internals seethe nrernacs file distributedwith the
gmail sourcecode.
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Queue Structure

[ var/ qmai | / queue

]

bounce info intd | ocal | ock ness pi d renote t odo

o .. 22
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M essage processing

gmail-queue processemcomingmessageasfollows:

/var/gmail/queue/pid/tempfile
Temporaryfile with uniguenamebasedon processd and
systemtime.

/var/gmail/queue/mess/0..22/nnnnn
Hard link to /var/gmail/queue/pid/tempfile. Filename is
the sameasits inode.Containsmessagdeadersandbody.
Ivar/gmail/queue/pid/tempfile IS removed.

/var/gmail/queue/intd/nnnnn
Messagernvelopein creation.

/var/gmail/queue/todo/nnnnn
Hard link to /var/gmail/queue/intd/nnnnn. Contains
completedmessageesnvelope. /var/gmail/queue/intd/nnnnn
ISremoved.

/var/gmail/queue/lock/trigger
Namedpipefor communicatiorwith gmail-send.

Themessag@asnow enteredhequeue.
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M essage processing

gmail-send processequeuednessageasfollows:

/var/gmail/queue/info/0..22/nnnnn
Envelope From address. Created from
/var/gmail/queue/todo/nnnnn.

/var/gmail/queue/local/0..22/nnnnn
Envelope To: addressif recipientis local. Createdfrom
Ivar/gmail/queue/todo/nnnnn. Thisfile will notexistif there
arenolocalrecipients.

/var/gmail/queue/remote/0..22/nnnnn
EnvelopeTo: addressf recipientis remote.Createdfrom
Ivar/gmail/queue/todo/nnnnn. Thisfile will notexistif there
arenoremoterecipients.

After creatingtheinfo file andthe optionallocal andremote files, the
messages consideredo have beenpre-processedndis now ready
for delivery:.
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M essage processing

gmail-send deliverspre-processerhessageasfollows:

Page47

Each addresslisted in the /var/gmail/queue/local/0..22/nnnnn
file causesgmail-send to notify gmail-Ispawn to delivery the
messagdocally. Eachsuccessfutlelivery causeghe addressn
the/var/gmail/queue/local/0..22/nnnnn file to bemarkedasdone.

Eachaddresdisted in the /var/gmail/queue/remote/0..22/nnnnn
file causesggmail-send to notify gmail-rspawn to delivery the
messagaemotely Eachsuccessfullelivery causeshe address
iIn the /var/gmail/queue/remote/0..22/nnnnn file to be marked
asdone.

If a delivery (local or remote) has a permanentfailure,
/var/gmail/queue/bounce/nnnnn IS created and/or appended
to. When all deliveries are finished a bounce message
IS created by combining the details from this file with
/var/gmail/queue/mess/0..22/nnnnn andinjectedinto thequeue.
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L ocal to local delivery?

Original message:

To: fred
Hi.

gmail-inject Fill in the complete envelope and header:

(envelope) from joe@heaven.af.mil \
to fred@heaven.af.mil

From: joe@heaven.af.mil

To: fred@heaven.af.mil

Hi.

gmail-queue Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, fred@heaven.af.mil.
Is heaven.af.mil in locals? Yes.
Deliver locally to fred@heaven.af.mil.

gmail-send

gmail-lspawn gmail-Ispawn ./Mailbox

Look at mailbox name, fred.

Is fred listed in gmail-users? No.

Is there a fred account? Yes.

Is fred’s uid nonzero? Yes.

Is ~fred visible to the gmailp user? Yes.
Is ~fred owned by fred? Yes.

Give control of the message to fred.
Run gmail-local.

gmail-local gmail-local fred ~fred fred "’ heaven.af.mil \
joe@heaven.af.mil ./Mailbox

.. 3

Does ~fred/.qmail exist? No.
Write message to ./Mailbox in mbox format.

Takenfrom theri c.1ocal 21 ocal file distributedwith the gmail sourcecode.
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L ocal to local extension delivery?!

gmail-inject

gmail-queue

gmail-send

gmail-lspawn

gmail-local

.. —

Original message:

To: fred-sos
Hi.

Fill in the complete envelope and header:

(envelope) from joe@heaven.af.mil \
to fred-sos@heaven.af.mil

From: joe@heaven.af.mil

To: fred-sos@heaven.af.mil

Hi.

Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient,
fred-sos@heaven.af.mil.

Is heaven.af.mil in locals? Yes.

Deliver locally to fred-sos@heaven.af.mil.

gmail-Ispawn ./Mailbox

Look at mailbox name, fred-sos.

Is fred-sos listed in gmail-users? No.

Is there a fred-sos account? No.

Is there a fred account?Yes.

Is fred’s uid nonzero? Yes.

Is ~fred visible to the gmailp user? Yes.
Is ~fred owned by fred? Yes.

Give control of the message to fred.
Run gmail-local.

gmail-local fred ~fred fred-sos - sos heaven.af.mil \
joe@heaven.af.mil ./Mailbox

Does ~fred/.gmail-sos exist? Yes. "./Extramail”.
Write message to ./Extramail in mbox format.

Takenfrom theri c.1ocal 2ext file distributedwith thegmail sourcecode.
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L ocal to virtual delivery?!

Original message:

To: dude@tommy.gov
Hi.

gmail-inject Fill in the complete envelope and header:

(envelope) from joe@heaven.af.mil \
to dude@tommy.gov

From: joe@heaven.af.mil

To: dude@tommy.gov

Hi.

gmail-queue Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, dude@tommy.gov.

Is tommy.gov in locals? No.

Is dude@tommy.gov in virtualdomains? No.

Is tommy.gov in virtualdomains? Yes:
"tommy.gov:fred"

Deliver locally to fred-dude@tommy.gov.

gmail-send

qmail-lspawn gmail-Ispawn ./Mailbox

Look at mailbox name, fred-dude.

Is fred-dude listed in gmail-users? No.
Is there a fred-dude account? No.

Is there a fred account?Yes.

Is fred’s uid nonzero? Yes.

Is ~fred visible to the gmailp user? Yes.
Is ~fred owned by fred? Yes.

Give control of the message to fred.
Run gmail-local.

gmail-local gmail-local fred ~fred fred-dude - dude tommy.gov \
joe@heaven.af.mil ./Mailbox

..4

Does ~fred/.gmail-dude exist? No.
Does ~fred/.gmail-default exist? Yes: "./Mail.tommy".
Write message to ./Mail.tommy in mbox format.

Takenfrom theri c.1ocal 2virt file distributedwith the gmail sourcecode.
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gmail-local

Presentetb OCLUG 2 Septembe003,25 Septembe2003

L ocal to local aliasdelivery!

Original message:
To: help
Hi.

Fill in the complete envelope and header:

(envelope) from joe@heaven.af.mil \
to help@heaven.af.mil

From: joe@heaven.af.mil

To: help@heaven.af.mil

Hi.

Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, help@heaven.af.mil.
Is heaven.af.mil in locals? Yes.
Deliver locally to help@heaven.af.mil.

gmail-Ispawn ./Mailbox

Look at mailbox name, help.

Is help listed in gmail-users? No.

Is there a help account? No.

Give control of the message to alias.
Run gmail-local.

gmail-local alias ~alias help - help heaven.af.mil \
joe@heaven.af.mil ./Mailbox

Does ~alias/.gmail-help exist? Yes: "john".
Forward message to john.
(delivery is now a local to local delivery)

Takenfrom theri c.1ocal 2al i as file distributedwith the gmail sourcecode.
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L ocal to remote delivery*

Original message:

To: bill@irs.gov
Hi.

gmail-inject Fill in the complete envelope and header:

(envelope) from joe@heaven.af.mil \
to bill@irs.gov

From: joe@heaven.af.mil

To: bill@irs.gov

Hi.

gmail-queue Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, bill@irs.gov.
Is irs.gov in locals? No.

Is bill@irs.gov in virtualdomains? No.

Is irs.gov in virtualdomains? No.

Is .gov in virtualdomains? No.

Deliver remotely to bill@irs.gov.

gmail-send

gmail-r spawn Run gmail-remote.

gmail-remote Look at host name, irs.gov.

Is irs.gov listed in smtproutes? No.

Look up DNS MX/A for irs.gov and
connect to it by SMTP.

MAIL FROM: <joe@heaven.af.mil>
RCPT TO: <bill@irs.gov>

Takenfrom theri c.1ocal 2remfile distributedwith thegmail sourcecode.
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Null client delivery!

Original message:

To: bill@irs.gov
Hi.

gmail-inject Fill in the complete envelope and header:

(envelope) from joe@heaven.af.mil \
to bill@irs.gov

From: joe@heaven.af.mil

To: bill@irs.gov

Hi.

gmail-queue Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, bill@irs.gov.
Is irs.gov in locals? No.

Is bill@irs.gov in virtualdomains? No.

Is irs.gov in virtualdomains? No.

Is .gov in virtualdomains? No.

Deliver remotely to bill@irs.gov.

gmail-send

gmail-r spawn Run gmail-remote.

qma”_rernote Look at host name, irs.gov.

Is irs.gov listed in smtproutes? Yes:
"bigbang.af.mil".

Look up DNS A for bigbang.af.mil and
connect to it by SMTP.

MAIL FROM: <joe@heaven.af.mil>
RCPT TO: <bill@irs.gov>

Takenfrom theri c.nul i crient file distributedwith thegmail sourcecode.
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Remoteto local delivery?!

gmail-smtpd Receive message by SMTP from another host:

MAIL FROM: <bill@irs.gov>
RCPT TO: <joe@heaven.af.mil>

Is SRELAYCLIENT set? No.
Is heaven.af.mil in rcpthosts? Yes.
Accept RCPT.

gmail-queue Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, joe@heaven.af.mil.
Is heaven.af.mil in locals? Yes.
Deliver locally to joe@heaven.af.mil.

gmail-send

gmail-Ispawn gmail-lspawn ./Mailbox

Look at mailbox name, joe.

Is joe listed in gmail-users? No.

Is there a joe account? Yes.

Is joe’s uid nonzero? Yes.

Is ~joe visible to the gmailp user? Yes.
Is ~joe owned by joe? Yes.

Give control of the message to joe.
Run gmail-local.

gmail-local gmail-local joe ~joe joe "’ " heaven.af.mil \
bill@irs.gov ./Mailbox

..<

Does ~joe/.gmail exist? No.
Write message to ./Mailbox in mbox format.

Takenfrom theri c.renei ocal file distributedwith thegmail sourcecode.
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Unauthorised relaying!

gmail-smtpd Receive message by SMTP from another host:

MAIL FROM: <spammer@aol.com>
RCPT TO: <bill@irs.gov>

Is SRELAYCLIENT set? No.
Is irs.gov in rcpthosts? No.
Reject RCPT.

Takenfrom theri c.rel aybad file distributedwith thegmail sourcecode.
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Authorised relaying!

gmail-smtpd Receive message by SMTP from another host:

MAIL FROM: <joe@heaven.af.mil>
RCPT TO: <bill@irs.gov>

Is SRELAYCLIENT set? Yes.
Accept RCPT.

gmail-queue Store message safely on disk.
Trigger gmail-send.

Look at envelope recipient, bill@irs.gov.
Is irs.gov in locals? No.

Is bill@irs.gov in virtualdomains? No.

Is irs.gov in virtualdomains? No.

Is .gov in virtualdomains? No.

Deliver remotely to bill@irs.gov.

gmail-send

gmail-rspawn Run gmail-remote.

gmail-remote Look at host name, irs.gov.

Is irs.gov listed in smtproutes? No.

Look up DNS MX/A for irs.gov and
connect to it by SMTP.

MAIL FROM: <joe@heaven.af.mil>
RCPT TO: <bill@irs.gov>

Takenfrom theri c.rel aygood file distributedwith thegmail sourcecode.

©1998,1999,2000,2003PeterSamuel Page56



gmail— aninternetmail transportagent Presentetb OCLUG 2 Septembe003,25 Septembe2003

| ndependent messageretry schedule

Insteadbf repeatedlyetryingeverydeferrednessageachmessages
givenits own independentetry schedulegmail usesa quadratiaetry
scheduldor eachunsuccessfullgleliveredmessageOlder messages
are retried less often. Local messagesre retried more often than
remotemessages.
L ocal messages:
time in queue = 100 Odelivery attempt
delay till next retry = 200 Udelivery attempt_ + 100
Remote messages.
time in queue = 400 Odelivery attempt °

delay till next retry = 800 Ldelivery attempt_ + 400

Deliveryd, is thefirst delivery attempt.
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| ndependent messageretry schedule

Quadratic Retry Schedule for gmail-send (remote)
(time in queue = 400 * d”2) (delay time =800 * d + 400)
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Remote host retry strategy

If a remote host does not respondto two connectionattempts
(separatedoy at leasttwo minuteswith no intervening successful
connections)gymailautomaticalljeavesthehostalonefor anhour. At
theendof thehourit slow-starts, allowing oneconnectiorthroughto
seewhetherthehostis up.

The IP addressesof these unresponsie hosts are stored in
Ivar/gmail/queue/lock/tcpto. The contentsof this binary file can be
examinedusing/var/gmail/bin/gmail-tcpto. Thefile canberesetusing
/var/gmail/bin/gmail—tcpok.
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Compiling gmail

e download the gmail source distribution  from
http://cr.yp.to/gmail.html andunpackthedistribution

Modify theconfiguratiorfilesasrequired:

— .Jconf-break — userextensiondelimiter

— .Jconf-cc — compileroptions

— ./conf—groups — groupnames

—  .Iconf-Id — linker options

—  .Jconf-patrn — .gmailpermissiommask

— .Jconf-gmail — installationdirectory

— .Jconf-spawn — delivery concurreng limit

— .Jconf-split— numberof queuesubdirectories

— Jconf—-users — usernames
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Compiling gmail

« createahegmailinstallationdirectory

nkdir /var/gmai l

 Createghegmailusersandgroups

/etc/passwd

al i as: *:29990:29998: :/var/qgnuil/alias:/bin/true

gmai | d: *:
gmai | | : *:
gmai | p: *:
gmai | g: *:
gmai | r: *:

gmai | s: *:

29991:
29992:
29993:
29994:
29995:
29996:

/etc/group
gmai | : *:29997:

29998:
29998:
29998:
29997:
29997:
29997:

nofil es: *:29998:

:/var/ gmai
:/var/ gmai
:/var/ gmai
:/var/ gmai
:/var/ gmai

:/var/ gmai

. Build andinstallthebinaries

make setup check

Page61

2/ bin/true
2/ bin/true
2/ bin/true
2/ bin/true
2/ bin/true

:/bin/true
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Recommended patches

Don’t patch gmail unlessyou really needfunctionality outsidethe
defaultbehaiour.

gmailwill runquitehappilyonthebulk of systemwithoutary patches
at all. However therearea few casesvherepatchinggmail is useful.
Recommendepdatcheganbefoundathttp://www.qmail.or g/ aswell
assearchinghearchvesof thegmail mailinglist.

 If you wish to use and/or compile gmail on a systemusing
glibc-2.3x you'll needto patchgmail sothatit includeserrno.h
ratherthandefininger rno asanexternalinteger!

« gmaildoesnotrecognize).0.0.0 asalocal IP addresssoremote
deliveriesto thisaddressvill loop.

» For sitesthat handlevery large numbersof messagegou may
wish to apply the big—todo along with the big—concurency
patches.The first patchallows you to handle more incoming
messagedy providing a sub-directorystructureto the todo
directory The secondpatch allows you to sustaina greater
numberof concurrenteliveries?

l0therpackage$rom DanBernsteinsuchasdaemontoolsalsorequirethis patch.
2It will not magicallyincreaseyour network bandwidth @
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Other patches

Thereare mary otherthird party patchedor gmail. Almost noneof
them are requiredfor normal operation.Searchthe archivesof the
gmail mailinglist for details.

If youneedasimplemechanisnto block Microsoftexecutablestthe
SMTP level, have alook at RussellNelsons patchest

http://www.gmail.or g/top.html#microsoft

These patchesto gmail-smtpd reject messagedf they contain
executable Microsoft attachments.They are not meant as a
comprehense anti-virus scannerbut they do block much of the
Infectedtraffic cominginto your systenvia SMTP.

If you applythesepatchesandyour userscomplainthatthey canno
longer sendexecutableand/orzippedattachmentsia email, remind
themthattherearebettermechanisméor transferrindiles. &)

Yt all depend®n how you definenormal.
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Starting gmail

The gmail distribution provides a number of startup examplesin
Ivar/gmail/boot/*. Thebasicmechanisms

env - PATH="/var/qmail/bi n: $PATH" \
gmai |l -start [ aliasenpty [ logger arg ... ] ]

The aliasempty argumentis given to gmail-Ispawn. This argument
representshe default delivery instructionsfor thosedeliverieswhere
thereis no .gmail file available.lt canbea simplemboxfilenamesuch
as./Mailbox or amaildir directorynamesuchas./Maildir/ .

The aliasempty agumentmay also be a differentdelivery program
suchas/bin/mail or procmail for example.

gmail’'s actvity recordsaresentthroughthe programspecifiedby the
logger argument- typically daemontoolshnultilog.

The startup ernvironmentis eventually passedo gmail-local So you
mayneedto sanitiseheernvironmentbeforestartinggmail.

You may alsowish to placelimits on gmail’s resourceusageusing
appropriatel i mt (1) settings.

Thetrailing slashis vital. It signifiesthatthedelivery destinatioris amaildir dir ectory
ratherthananmboxfile calledMaildir.
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Recommended gmail startup scripts

Dave Sill's excellent "Life with gmail” page -

http://www.lifewithgmail.or g/lwg.html — detailsthe recommendeld
way in which to start the variousgmail processesThis resourceis

commonlyreferredto asLWQ.

If you arenot comfortablewith rolling your own startupscripts,this
resourcas highly recommended.

If you ever askthe gmail mailing list for help,be preparedo justify
why you arenotfollowing the LWQ methods.

Thescriptsdetailedin LWQ deviatefrom DanBernsteinsoriginaldocumentationThe
LWQ methodsarethoserecommendedty the generalgmail communityandeven Dan
hasdeprecatedomeof hisoriginalstartup methodsNotethatLWQ takesadwantageof
softwarereleasedy Dansincethelastreleaseof gmail.
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Migrating from sendmail

By default, gmail will deliver to eachusers homedirectory If you
wishto presereyour/var/spool/mail/user mail boxes,instructgmailto
deliver mail usinga differentMDA:

gmai | -start \
| preline -f /bin/fmail -r \
" ${ SENDER: - MAI LER- DAEMON} " -d $USER 2>&1

Examples of different MDA configurations are available in
/var/gmail/boot/*.
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letc/aliases compatibility

If youdon't wantto move awayfrom yourexisting/etc/aliases file you
canusethefastforward package.

Createa hashtableof aliasdefinitionsby running

Ivar/gmail/bin/newaliases?

If you have :include referencesgreatehashtablesfor eachof these
Includefilesby running

new ncl ude /path/to/include/file

Enablethe alias database(shy creating~alias/.qmail-default which
contains

| fastforward -d /etc/aliases.cdb

fastforward will automatically read the contentsof ary :include
referencesnadein /etc/aliases providedyou have run the newinclude
command.

fastforward canalsobe usedto maintainseparataliasdatabasefor
eachsupportedvirtual domain.

1 This is the fastforward version of newaliasesand is not to be confusedwith the
traditionalsendmailersion.
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Using fastforward

fastforward canalsobeusedto handleany numberof aliasesnsteadof
usingindividual .gmailfiles.

Createafile to hold thealiasdefinitions:

al | @xanpl e. com
st af f @xanpl e. com
manager s@xanpl e. com

contractors@xanpl e. com
staf f @xanpl e.com peters, syin, charles;

manager s@xanpl e. com

j onat han, david, warw ck, cindy,

contractors@xanpl e.com gordonr, suresh, charlie, raoul;

Createa constantatabaséle

setforward file.cdb file.tnp < file

Createanappropriateentryin .gmail-default

| fastforward -p file.cdb

| bouncesaying "Sorry, no such address. (#5.1.1)"

©1998,1999,2000,2003PeterSamuel Page68



gmail— aninternetmail transportagent Presentetb OCLUG 2 Septembe003,25 Septembe2003

forward compatibility

If youdon’t wantto move away from your existing .forward files you
canusethedot—forward package.

Startgmail by specifying.forward compatibility

gmail -start '| dot-forward .forward?!
./ Mai | box’ 2>&1

If auserhasa .forward file, gmailwill obey theinstructionan thatfile
andnofurtherdeliverywill takeplacelf the.forward file doesotexist,
gmail will deliver to the users default mail box — specifiedabove as
/Mailbox or follow instructiongn theusers.gmail file if it exists.

If you don’'t wish to provide .forward compatibility to all users,
Individual userscan take advantageof dot—forward by specifying
dot—forward deliveryin their own .gmail files.

| dot-forward .forward
./ Mai | box

1The quotesand the newline hereare vital. The dot—forward delivery instructionis
separatérom the./Mailbox deliveryinstruction.
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Mailing list management

Majordomoversionl.X needsomemodificationto work with gmail.
Version2 x shouldsupportgmail " out of the box". Version2 x doesnt
have a projectedreleasadateandminor modificationsto version1.
arestill beingreleased1.94.5wasreleasean 18 January2000).

RussAllbery hasan excellent FAQ on how to modify majordomo
— http://lwww.eyrie.org/~eagle/fags/mjgmail.html. It contains
pointersto anumberof patchesandauxiliary programghatallow you
to continueusingmajordomowith gmail.

Thebasicstepanvolve

Apply patcheso majordomo
 Eliminatemajordomoswrapperprogram
e  Create-majordomo/.gmail-list files

« Changemajordomoconfig files to use list—owner instead of
owner—list
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Mailing list management

Mailman version2.1will work with gmail. You must rememberto
make useof thepreline commando ensurea UUCP styleFrom header
IS providedfor eachincomingmessage.

| preline /honme/mail man/ mail/ mail man post |i stnane

For moredetails seethemailmanwebsite

http://www.list.org/

Page71 © 1998,1999,2000,2003PeterSamuel



Presentetb OCLUG 2 SeptembeR003,25 Septembe2003 gmail—fast,securereliable.Pick ary three!

ezmlm—agmail mailing list manager

ezmlmis specificallytailoredfor gmail. Featuresnclude:
 secureandsimplesubscribe/unsubscrilmeechanism
e automatianessagarchving

e openor closedlists

 smartbouncehandlingusinggmail’s Variable EnvelopeReturn
Path (VERP) to reliably determinethe recipient addressand
messagaumberfor everyincomingbouncemessage

e automatiaunsubscriptiorafter 10 daysof bounces
e ary usercancreateanezmimilist

e customisationavailablethrough.gmail files
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Creating an ezmim list

To createa petess—joleslist

ezm m make ~/ JOKES ~/.qgmail -] okes \

pet ers-j okes ny. exanpl e. com

Subscribe/unsubscrivequestaresentto

petes—jokes—subscribe@ngramplecom
petes—jokes—unsubscribe @naamplecom

Postingsaaresentto
petes—joles@myexamplecom

List helpis sentto
petes—jolkes—help@ mgxamplecom

Thelist ownercanbecontactedat

petess—jokes—owner@mgxamplecom
Userssendretrieval request$or messagea2345 to

petes—joles—get.12345@mgxamplecom
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Customising an ezmlm list

Disablemessagarchving
nmv ~/ JOKES/ ar chi ved ~/ JOKES/ not ar chi ved
Preventpublic subscription

nv ~/ JOKES/ public ~/ JOKES/ not public

ForcearRepl y-To: 1ist header

echo "Reply-To: peters-jokes@y. exanple.com \
>> ~/ JOKES/ header add

Allow closedusergroupsubscription

t ouch ~/ JOKES/ public

andthenedit ~/.gmail-jokes—default andinsert

| domai ncheck |istnane domai nl domai n2 ...

Domaincheck is an executableof your own designthat examines
$SENDER andexits O if the senders domainis in oneof the listed
valid domains.If the senderis not from one of thesedomains,
domaincheck prints an appropriatemessageo stdout which will

appearin the bouncemessageDomaincheck then exits 100 which
Informsgmailthatno furtherprocessings to take place.
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Customising an ezmlm list

Furtherpossiblecustomisationgsclude:
 modify ~/JOKES/headerremove to excludespecificheaders

« modifying administratve text messages by editing
~/JOKES/text/*

« addinglist specificfooter messageby modifying ~/.gmail-jokes
(all ononeline):

| cat - /hone/peters/JOKES/text/footer! |
[usr/bin/ezm m send '/ hone/ pet ers/ IOKES

 modifying subject: headersand adding a footer messageoy
modifying ~/.gmail-jokes (all on oneline):
| subj ect-prefix? JOKES |
cat - /hone/ peters/ JOKES/ text/footer |
/usr/bin/ezm msend '/ hone/ pet ers/ JOKES

e justaboutanythingyoucanthink of to doin a.gmail file

Yfooter is atext file of your own making

2subject—prefix is a programof your own designthat modifiesthe subj ect: headerof
themessage
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ezmlim—idx

Many of the abore customisationsto ezmim (and mary
others) are available in the third party packageezmim-idx. See
http://www.ezmim.orgy/.

ezmlm-idxis basedbn ezmIm0.53.1t supports:

messageligests

. remotelist administration

e  subscribeonly posting

 list moderation

e  subjectprefixing

« specificnon-subscribeposting

« webaccessiblenessagarchving
* in-placelist reconfiguration

. andmore

e justaboutanythingyou canthink of to doin a.gmail file
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daemontools

Thedaemontoolpackageallowsyouto controlstartup shutdavn and
automatedestartingof any numberof processes without needingo
know their procesdD. Seehttp://cr.yp.to/daemontools.ntml.

svscan watchesup to 1000 subdirectoriesof a named directory
— typically /service. Each of thesesubdirectoriegwhich may be
symboliclinks to other locations)containsa run script that startsa
processn the foreground.svscan startsup a supervise processfor
eachof theserun scripts.If the procesglies,supervise automatically
restartst.

If the /service/xyz directory has the sticky bit set! and it hasa

subdirectorycalled/service/xyzZ/log, svscan will createa pipebetween
theoriginal supervise processandanothersupervise procesavhichis

controllingthelog/run script. This allows for controlledlog gathering
usingmultilog (or any otherloggingsystemyoudesire).

multilog automaticallyrotateslogs whenthey reacha given size or
on receiptof an ALRM signal. The numberand size of the logs
are configurablemultiiog canalsofilter input lines basedon limited
regularexpressions.

Thesticky bit is not requiredfor versionsof daemontoolgreaterthan0.70.
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Using daemontools

Createheservicedirectory/service andstartsvscan from oneof:

e Jetc/rc.localt

/ conmand/ svscanboot &

. /etc/inittab

— addanentryto /etc/inittab?

sv: 2345: respawn: / conmand/ svscanboot

— signalinit to re-readetc/inittab

telinit q

lUsewhaterer systemstartupscriptis appropriatéor your operatingsystem.
2Solarisuserswill needto modify thisentryto read

Sv: 2345: respawn: / command/ svscanboot </dev/null >/var/l og/svscan 2>&l1
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Using daemontools

Createa gmail startupscript! /var/qgmail/supervise/gmail-send/run:

#!'/ bi n/ sh
exec env - PATH="/var/gmail/bin: $PATH' \
gmai |l -start ./ Mail box 2>&1

Createa gmaillog script,/var/gmail/supervise/gmail-send/log/run:

#!/ bi n/ sh

exec setuidgid gnaill nmultilog t /var/log/gnai l

Togglethesticky bit ontheservicedirectory?

chnmod +t /var/qmail /supervise/ gmail -send

Make a symboliclink from themasterservicedirectory

In -s /var/gmail/supervise/qmil-send /service/ gmail -send

Within a minute,gmail will bestartedandall detailswill beloggedin
theautomaticallyrotatedfile /var/log/gmail/current.

Comprehensi startup scriptsareavailablefrom the Life with gmail site.
’Not requiredfor versionsof daemontoolgreaterthan0.70.
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Using daemontools

Processesanbestoppedising

svc -d /service/gmail

Processesanbestartedusing

svc -u /service/gmail

Processesanberestartedising

svc -dx /service/qmail

Toavoid losingary dataif therelsasupervisediog processsvscan will
keepthepipeopenevenwhile thesupervisegrocesss down.
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Using tcpserver

tcpserver is part of Dan BernsteinS ucspi—tcp package.lt is a
replacemenfor inetd and, optionally, tcp_wrappers. It is available
from http://cr.yp.to/ucspi—tcp.htmi.

tcpserver is the preferred mechanismfor starting gmail network
daemongandary otherTCP daemonshatmight normallybestarted
from inetd).

tcpserver [options] host port program [ args]

Example! Runtcpsenrer in verbosemode,asusergmaild? asgroup
nofiles’ allow upto 100simultaneousonnectionsallow all interfaces
to listenfor incomingSMTP connections:

tcpserver -v -u 29991 -g 29998 -c 100 \
O sntp /var/gmail/bin/gmil-sntpd 2>&1

Thedaemontoolpackagéiasa utility calledenvuidgid which setsthe
valueof $UID and$GID totheuserandgroupidsof thespecifieduser
tcpserver canbetold to usethesevariableswith the—U option.(This
requiresucspi—tcpversion0.88andabove).

Comprehensk startup scriptsareavailablefrom the Life with gmail site.

2You must usetheUID numberratherthananame.
3You must usethe GID numberratherthana name.
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Using tcpserver

tcpserver canbeconfiguredo allow or dery acces®nanlP basisn a
similar fashionto tcp_wrappers.

Createa rulesfile, one file for eachserviceunder the control of
tcpsenrer. /etc/smtp.tcp for example.

149. 135. 128. : al | ow, RELAYCLI ENT=""

127.: al | ow, RELAYCLI ENT=""

149. 135. 13. : deny

peters@49. 135.13. 17: al | ow, RELAYCLI ENT=""
- al | ow, DATABYTES="1048576"

Creataherulesdatabase

tcprules /etc/smp.cdb /etc/sntp.tnp < /etc/smp.tcp

Example: Runtcpserver in verbosemode,asusergmaild,asgroup
nofilesallow up to 100 simultaneougonnectionsallow all interfaces
to listen for incoming SMTP connectionsbased on the rules
IN /etc/smtp.cdb.

tcpserver -v -u 29991 -g 29998 \
-X /etc/smp.cdb -c 100 0 sntp \
[var/qgmail/bin/qmail-sntpd 2>&1
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Using inetd instead of tcpserver!

The useof inetd for gmail (andjust abouteverythingelse)hasbeen
deprecatethy thegmail community

Oneof inetd’s mostannging "features’ isits rate-limitedshutdavn. If

inetd determineghattherateof incomingconnectiongor a particular
serviceis too high, it will stop servicingthat port for 10 minutes.
Given gmail’s paralleldelivery mechanismeven a small systemcan
bombarda remoteinetd rapidly. | have actually flatteneda largish
AustralianlSP’s inetd from a 14k4 modem.They quickly changedo

tcpserver. )

If you must use inetd, consider an alternatve such as xinetd,
http://www.xinetd.org/, or rlinetd, http://www.rcpt.to/rlinetd/.
Neither of theseprogramssuffer from the rate-limited shutdavn
problem.Both programaave a differentconfigurationsyntaxto inetd
and both provide inbuilt IP accesscontrol using the tcp_wrappers
library libwrap, unlike inetd which relieson the tcp_wrappers binary
programtcpd.

If you're still desperateto use inetd, examplesof /etc/inetd.conf
configurationentriescan be found in the FAQ distributed with the
gmailsource.

!Both inetd andtcpserver may be usedon the samesystemhowever only oneof them
canservicea particularportandIP addresg€ombinatioratatime.
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Tipsand troubleshooting

« DidyoureadALL themanpagesandthe FAQ?
 Did yousearchttp://www.gmail.org/ ?
 Did youexaminethegmaillogs?

 If mailisnotbeingdeliveredputaburstof deliveriessseerevery
time you startgmail-send, checkyour trigger file. Its permissions
arequitespecific:

prw--w--w- 1 gmails gmail O Apr 13 14:26
/var/gmail/queue/lock/trigger

 If mailisnotbeingdeliveredto someuserscheckthepermissions
on the users homedirectories,mailboxes, Maildirs and .gmail
files. The gmail log file should mention permissionproblems.
Someprogramsnayholdalock onthemailboxfile, thisprevents
localdelivery:

* You can set up multiple gmail-smtpd programsand switch
betweenthem by setting $PATH in your tcprules. (Requires
tcpserver).
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Tips and tr oubleshooting

« |If you need to move the gmail queue (or it has been
trashed),use queue—fix to repair broken inodes, permissions
etc.http://www.netmeridian.com/e—huss/queue—fix.tagz

e Use gmail-lint to check your qgmail control files.
http://www .glasswings.com.au/gmail/gmail—lint—0.55

« Disable IDENTD lookups by running tcpserver with the -R
option.

. Run gmail-start, tcpserver etc from supervise to ensurethey
autorestartwhennecessaryupervise is partof thedaemontools
package.

. Usefixcrio! to ensureCRLF endof line charsareenforced Start
gmail-smtpd from tcpserver:

tcpserver -v -u 29991 -g 29998 \
-x letc/smp.cdb -c 100 \
O snmtp sh -c "fixcrio \

| /var/gmail/bin/gmail-smpd 2>&1

Yixcrio is from theucspi-tcppackage
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Tipsand troubleshooting

 Hideyour machinadentity usingtcprules.

149. 135. 128. 11: al | ow, RELAYCLI ENT="",
TCPREMOTEHOST="mai | . t ansu. com au",
TCPREMOTEI P="192. 168. 0. 1"

-al |l ow

This will affect the Rreceived: headerused by gmail-queue,
gmail-gmgpd andgmail-gmtpd.

Brokenfile permissionsn /var/qmail canbe restoredoy running
make setup check from thesourcedirectory
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Page87

Per for mancetuning tips

Avoid syslogd. On some operating systemsit can inhibit
performancewith its use of the sync(2) or fsync(3) calls.
Use multilog from Dan’s daemontools package instead.
http://cr.yp.to/daemontools.html

Place/var/gmail in its own file system.lf possibleplaceit on
a separatedisk and/or controller and take full adwantageof
availableRAID styletoolsto improve I/O performance.

Postfix comes with some good performanceloading tools,
smtp-source and smtp-sink. You can usetheseto testSMTP
daemonandMTA systemsindervariousloadconditions.

Rungmail on multiple machineseachwith thesameMX value.

Runmultiple instance®f gmail on the samemachineEachhas
its own /var/gmail directory:/var/gmail, /var/gmail2, etc. Modify
conf—gmail andrecompilefor eachinstanceyouwishto support.

Incoming SMTP messagescan be directed to a random
gmail-smtpd processusing a simple wrapperprogramof your
own designcalledfrom tcpserver.
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Performancetuning tips

 If you needto supportmary local and/orvirtual domainsstore
theextradomaingn themorercpthosts controlfile, andcreatethe
constantlatabaséle usinggmail-newmrh.

« For systemshandling enormousamountsof mail, increase
the number of queuedirectoriesby editing conf-split before
compiling. The default valueis 23. Choosea numbersuchthat
eachqueuedirectorycontainsno morethan1000files at most?

Apply the conf—split structureto the todo directory insteadof
its default flat structure,by applying the big—todo patch.See
http://www .glasswings.com.au/gmail/big—todo.103.patch.

e Allow the value of concurrencyremote to be increased
above 240 by applying the big—concurency patch. See
http://www .glasswings.com.au/gmail/big—concuency.patch.

1Somefile systemssuchasreiserfscanhandlelarge queuesizeswith a conf—split of 1.
Make sureyou do someprofiling beforeyou make sucha change.
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Performance analysist
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Performance analysis

« The systemhandlesmore SMTP connectionson its external
network interfacethanits internalnetwork interface.

« Traffic profiles seemto follow core businesshours on both
interfaces.

e The numberof itemsin the queueremainsaround50. This
Indicateghatremotesitesareeitherbusyor underpowered.

« Justafter 2amyesterdaya large numberof SMTP connections
arrivedontheinternalinterface Around3amonthesameday an
evenlargernumberof SM TP connectionsrrivedontheexternal
interface. This leadto a correspondingncreasean deliveriesat
thesetimes.

« Thelargeincreasen queuedmessagesandthe corresponding
drop in deliveriesat 2PM yesterdayindicatesall the possible
gmail-remote processewerebusywith largemessage#\ similar
situationaroseat around6:30PMyesterdayandagain at around
3amthismorning.
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Ancillary software

gmailis distributedwith a numberof ancillaryprograms.

gmail—-gstat — shav thenumberof queuedandpre-processenhessages
In thequeue.

gmail-gread — shawvs the senderand recipient details and delivery
statusof all pre-processenhessages.

gmail-pop3d — a POP3 daemonthat supports maildir formats.
Requiresacheckpassword program.

sendmail — wrapper allowing local MUA programsto be used
unchanged.They can still compose mail and deliver it via
usr/1ib/sendmail -t,Callsgmail-inject.
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Ancillary software

datemail — similar interfaceto thesendmailwrapperSetsoat e: header
In localtimeinsteadf GMT for thoseMUAsthatdonotsettheheader

Callsgmail-inject.

preline — insertsa UUCP style From user headerbefore calling an
external program.Preline insists on sendingthe entire messagdo
stdout. It canbeupsetby downstreanprogramssuchassomevacation
programsthatclosestdin beforepreline hasfinishedwith stdout.

forward — forwardsmail messaget® thespecifiedist of addresses.ist
canbeconstructeanthefly.

And mary more.
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Additional software

Dan Bernsteinand others have written a numberof otherpackages
that can be used with gmail. Dan’s software is available from
http://cr.yp.to/software.html.

gmailanalog — analysesog filesandgeneratesail statistics.

ezmlm — mailing list manager specifically for gmail. Supports
automaticsubscriptionarchving andretrieval of messages.

checkpassword — required by gmail-pop3d. Originally written by
RussellNelson.

fastforward — sendmailik e aliasclonefor sitesthatdon't wishto move
away from /etc/aliases files.

dot—forward — sendmailik e .forward clonefor sitesthatdon't wish to
move away from .forward files.
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Additional software

serialmail — allows batch processing of mail transport over
slow/intermittentseriallinks.

VmailMgr — A Virtual mail managerdesignedto managemultiple
domainsof mail addressesaand mailboxes on a single host. See
http://www.vmailmgr.or g/ for moredetails.

gmail-vacation — a vacationpackagedesignedto work with gmail.
Seehttp://www.gor mand.com.au/peter s'tools/gmail/.

eliminate—dups — eliminates duplicate messagesarriving in your
mailbox.Seehttp://www.gor mand.com.au/peter s/'tools/gmail/.
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Additional software

Thereareahostof otherthird partypackagesvailablefrom thegmail
website— http://www.gmail.org/.

Extensiongo ezmim.

Patchedo provide maildir supportfor MUAS.

Alternative checkpasswrd programs.

Smartstartup/shutden wrappers.

HTML versionsof themanualpages.

gmail patchedor betterSFAM blockingetc.
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gmail books

At presentherearetwo booksdedicatedo gmail.

"The gmail Handbook" by Dave Sill, publishedby Apressin October
2001.1SBN 1-893115-40-2This book caverseverythingmentioned
In Dave’sonline"Life with gmail” pagesut with greateretail.lt also
coverstopicsnot includedin "Life with gmail". This book hasbeen
verywell recevedonthegmailmailinglist.

"Running Qmail" by RichardBlum, publishedby SAMS in August
2000.1SBN 0-672-31945-4This book coversmuchthatisn’t gmail
specificandleansmoretowardsusersof BSDbasedbsystemslt hasnot
beenwell recevedonthegmailmailinglist.

Erwin Hoffmann haswritten a book in German.Unfortunatelyhis
publishercancelledheprojectin April 2003 Erwinnhasmadethetext
availableon-lineat http://www.fehcom.de/gmail/gmailbook.html.

John Levine has beenworking on a gmail book for O'Reilly &

Associatedt wassupposedo bepublishedn 1999 howeverthatdate
hasslippedsomevhat.() Johnstill claimsto beworking onthebook
solook outfor it real soon now.
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Commercial support

Several organisationsare willing to provide commercialsupportfor
gmail. For moredetailssee

http://www.gmail.or g/top.html#paidsup
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Community support

Therearea numberof web pagesdevotedto gmail. The bestof these
are

http://www.gmail.org/

http://www.lifewithgmail.or g/lwqg.html

Thesesiteshave thebestreputatioramongthe gmail community

Dan Bernstein maintains a mailing list for gmail support at
gmail @list.cr.yp.to.! Dan hardly ever makes an appearancen the
list. Thelist is mediumvolumeanddiscussiorcanbe gquite heatedat
times.If youplanon postingto thelist make sureyou have doneyour
homavork first, otherwiseyou’ll beflamedto death A goodreference
to ensureyou asksensibleguestion®nthelist canbefoundat

http://www.qcc.ca/~charlesc/writings/12—steps—to—gmail-list-bliss.htmi

1Seethe URL ogr aphy on pagel03for subscriptiordetails.
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Thefuture

Zero administration for null clients. ReplaceSMTP with QM QP
for communicationbetweennull clients and central mail host. A
full implementationof QM QP shipswith gmail version1.03. Dan
plansto releasea mini gmail packagewith QM QP supportenabled
by default.

Faster installation. Provide pre-compiled packagesfor popular
operatingsystems.

Split log analysis. Improvementgo gmailanalog. Thenext versionwill
bedesignedo run periodically keepingcrucialinformationin atable
ondisk.gmailanalog-0.70 hassomeof thesefeatureshow.

[Speed] Wide-area QM TP support. Use QM TP betweengmail
hoststo cut down on SMTP lateng. Requiresencodingthe QM TP
availability in thehostsMX record.SeeRFCMXPS andRFCQMTP in
thegmail distribution for moredetails.
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The futur e

[Speed]Asynchronouscompressedour naling. Reducegmail’'sdisk
/O by feedingnew mail througha separatgournaling processhat
saresmessageis compressetbrm; gmail-send will retuild thequeue
from thecompressegburnalwhenit starts.

[Speed] Local-host DNS lookups. A future version of gmail
will supportan alternate,much smaller DNS library that talks to a
namesergr on the samehost.Work hasalreadybegunon this project.
Dan’s dnscacheackageis a replacementor BIND. It is available
from http://cr.yp.to/dnscache.html.

Dynamic subscription agents.Why shouldusershave to dealwith

dozensof differentmailing list subscriptionmechanisms®he new

dynasulpackagewill accepsubscriptiomequestéromlocalusersand
negotiatesubscriptionsvith remotemailing lists. It will automatically
setup alocalsublistfor eachremotéelist, to speeddelivery andprotect
userprivagy.

Don’t askwhengmail-2.0will bereleasedTakethezen approactand
letit happengs)
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URL ography*

Source Code
http://cryp.to/gmail.html
ftp://moni.msci.memphis.edu/pub/gmail/
—gmailRPMS
http://www.qmail.og/
—moreRPMreferences

http://www.gmail.og/
http://cryp.to/gmail/fg.htmt
http://wwwlifewithgmail.og/lwg.html
http://www.floundemet/gmail/gmail-hato.html
http://www.CULTe.og/projets/doc/qmail/v0.4/
—enfrancais
http://www.palomine.net/gmail/relaying.htmi
http://www.eyrie.olg/~eagle/bgs/mjgmail.html
— gmailwith majordomd~AQ
http://www.ornl.gov/cts/archves/mailing—lists/gmail/
—searchable
http://www.egroups.com/list/djb—gmail?refstop=1
http://msgs.securepoint.com/gmail/
—searchable

!Someof thesdinks and/ortheir contentsmaybeout of date.
2Startup detailshave beendeprecateéh favour of usingtcpseneranddaemontools.
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URL ography

Other Mailing List Details
http://cryp.to/lists.html
gmail-subscribe @list.grp.to
cdb—subscribe@list.gmp.to
ezmlm—subscribe@list.gp.to
passwod—subscribe@list.grp.to
gmailannounce—subscribe@listyg.to
serialmail-subscribe @list.gmp.to

Ancillary software
http://cryp.to/softvare.html
http://cryp.to/checkpwd.html
http://cryp.to/dot—forvard.html
http://cryp.to/ezmlim.html
http://cryp.to/fastforward.html
http://cryp.to/mess822.html
http://cryp.to/gmailanalog.html
http://cryp.to/serialmail.html
http://cryp.to/ucspi—tcp.html
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URL ography

Third Party Ancillary Software

Pagel03

http://www.gmail.og/

— loadsof references
http://www.ezmim.og/

—ezmlmwith loadsof extras
http://www.gormand.com.au/peters/tools/gmail/eliminate—dups-2dztar
http://www.gormand.com.au/peters/tools/gmail/gmagieation—1.4.tagz
http://www.netmeridian.com/e—huss/queue—fixgar
http://gmail.serigh.com.au/gmail/gmail—lint—0.55
http://gmail.serigh.com.au/gmail—-gsanity—0.52
http://www/vmailmgrorg/

— multiple virtual domainmanager
http://www.nrg4u.com/

—gmailwith L DAP supportBig Picture homepage
http://www.inter7.com/gmailadmin.html
http://untroubled.ag/mailfront/

— alternateSM TP daemon
http://sourcefage.net/projects/gmhandle
http://www.gmail.og/gmLogsort
http://people.ee.ethz.ch/~oeatikwebtools/mrtg/
http://people.ee.ethz.ch/~oetikwebtools/rrdtool/
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URL ography

Anti SPAM
http://maps.vix.com/rbl/
http://www.orbs.og/
http://www.obtuse.com/smtpd.html
http://spam.airse.net/spam/

Other MTAS
http://www.exim.org/
—version4.20,(August2003)
http://www.postfix.og/
—version2.0.14,(August2003)
http://www.sendmail.ay/
— freawareversion
—version8.12.10(SeptembeR003)
http://www.sendmail.com/
— commercialersion
ftp://ftp.uu.net/netwrking/mail/smail/
—version3.2,(July 1996;betal12,February2001)
ftp://ftp.cs.toronto.edu/pub/zmailer/
—version2.2e10(March1996)

Patches
http://www.gmail.og/
— loadsof references
Searchthegmail mailinglist archves
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URL ography

Web Based Mail I nterfacest
http://netwinsite.com/webmail/
http://www.horde.og/imp/
http://www.emumail.com/
http://www.endymion.com/
http://www.inter7.com/sqwebmail.html

— only supportdMaildir/

http://www.landfield.com/gipermail/
http://www.lugs.ch/LUGS Members/norbert.kuemin/wmf.html
http://www.netwinsite.com/
http://www.sendmail.com/products/mailcenter webmail.shtr

Thesemayor maynotwork with gmail.

Pagel05 © 1998,1999,2000,2003PeterSamuel



